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Abstract work [5][6]. Basically, we introduce a new network ab-
straction used to describe the interactions in the ANA
The goal of the Autonomic Network Architecture (ANA) framework. In a nutshell, we distinguish three basic el-
project is to define and implement a novel, flexible and ex- ements: Functional Blocks (FB) - elements that imple-
tensible network architecture to interconnect and federat ment protocol or other functionality; Information Disphatc
multiple heterogeneous networks in an autonomic way. In Points (IDP) - used to address the Functional Blocks; and
order to achieve this, a framework which allows to dy- Information Channels (IC) - used to illustrate the commu-
namically compose a protocol stack from different mod- nication with a distant node. Fig. 1 depicts the internal or-
ules, called Functional Blocks, was built and is currently ganization of a node in the ANA world.
in the prototyping phase. In this paper we discuss how the
flexibility and modularity of the ANA framework helps to |, _ — _ — e — =
. ~N
integrate new protocols beyond the legacy IP world. As I I
a case study we describe the implementation of a Pub- -'" I | oi—

lish/Subscribe system. Specifically, we use Pub/Sub mech= = = =

anisms for service discovery in a wireless self-organizing ; ! a2 —> f1
network by routing service subscriptions to published ser- oe b -> f2
vices, with a field based routing protocol. We exemplarily ae 1 t c —> f3
decompose the functionality of such a system into small, ex- ! f4 d —> fd4
changeable Functional Blocks. By means of this example bl po por e —> eth-if
we demonstrate the benefits of such a flexible architecture 2 f3

and show how it enables truly autonomic networking.

. Figure 1. Internals of an ANA node
1 Introduction g

The boxes, labelefil - f 3, representBs dynam-

The goal of the ANA project [1] is to explore novel 5y composable units of functionality. Data encapsula-
ways of organizing and using networks beyond legacy In- tjon " checksum computation or encryption are examples of

ternet technology and to demonstrate the feasibility of au- ¢,ch Functional Blocks. Each FB has one or multipes
tonomic networking. To reach this goal, we have designed giiached to it. labeled - e.

and implemented a framewdrkvhich allows to dynami- Conceptually, an IDP is similar to a file descriptor in a

cally compose protocol stacks at runtime, accordi_ng to thefile system. IDPs and their bindings to FBs is eminently
current needs of the network. For example, security mech-jn oo riant 1o the ANA world, since it allows to dynami-
anisms are added on the fly if a device is in a hostile envi- cally compose and recompose whole protocol stacks as we
ronment. will describe in the following. When data is sent from one

In the following, we will give_ a brief overview of g ¢4 the next, it is not addressed explicitly to the des-
the relevant concepts and paradigms of the ANA frame- 4 a4ion Functional Block, but to an IDP instead. What

1The ANA framework is currently in prototype phase. The firsbi function is behind this.IDP is transparent to the sending
release is scheduled for July 2008. FB and can change, since the ANA framework allows to




bind and rebind IDPs to FBs at runtime. Thus, the con- ®
cept of IDPs is a layer ahdirectionbetween the individual
functions. This indirection enables the ANA framework for
autonomic communicationlmagine, that the framework

. - . . ()
notices that the node is moving from a secure to a hostile 4,'::
. . . . %
environmert. By simply rebinding some IDPs the frame- \\\“\;‘;;;;.;::::.‘::‘0

X %
work can, transparently to the rest of the protocol stacit, ad N

an encryption FB before sending data to the wire or the air. X
An Information Dispatch Point can not only be bound to
a FB, but also to an IC, the ANA abstraction for a (unidi-
rectional) communication channel. Since we do not use the
concept of ICs here, we will not further elaborate on this.
In order to dispatch the data within a node, the node
maintains arinformation Dispatch Tableshich keeps track
of the binding of IDPs to FBs (resp. ICs). Modifying the ber of gateways); is the service capacity (e.g., the band-
protocol stack according to the current needs of the net-width of the gateway) of a specific instance dnd- n;| is
work is simply a matter of changing the binding entries in the distance (in number of hops) of noddo this service
this IDT. instance. Each node then forwards the requests it gets for
The flexible and IP independent architecture of the ANA @ certain service according to the steepest potential fscen
framework allows the integration of new communication thatis, to the neighbor with the highest potential for the
paradigms and protocols for which the legacy Internet ar- given service.
chitecture is not well suited. As an example of such a com-
munication paradigm, we discus$ablish/Subscribsys- 2 Implementation
tem in the following. In the Pub/Sub paradigm, messages
are not sent to a specific receiver address, butinstead to all  The main goal of this case study is to show the flexibil-
nodes that indicate their interest by a subscription [3][4] ity of the ANA architecture. As mentioned before, we se-
In our specific example, we envision a Pub/Sub system for |gcted a Publish/Subscribe system as example system, im-
service discoverin wireless self-organizing networks. For plemented independent of IP. That means that we use an
instance a node which is connected to the Internet can pubip agnostic addressing scheme and we will also send the
lish its service using the keyword "gateway”. Nodes that messages directly over to the Ethernet interface. Since our
are interested in accessing the Internet can then subscrib?arget scenario of a wireless self-organizing networkys ty
to the service gateway. ically limited in size, we do not have to rely on the hierar-
In order to route the service subscriptions to the pub- chica IP addressing, thus do not require IP. However, note
lished services, we use a field based approach as describeghat pecause of the modularity of the protocol stack, one
in [7]. Infield based routing, for each service that gets pub- ¢oyid easily run the same system on top of IP in ANA
lished, a potential field is established in the network. This | 3 first step, we have identified the individual building
field is analogous to a physical potential field, for instance piocks of the Publish/Subscribe system. Each of these
an electrostatic field. Similar to routing using potentials  Fynctional Blocks can be developed independently of the
troduced in [2], a service (e.g., a printer or a gateway) is other blocks, if the communication interfaces between the
modeled as a positive point charge and a service requesitferent FBs are given. In the first part of this implementa-
message (e.g., a print request) is modeled as a negativgion section, we describe the decomposition of the publish
charge which is attracted by the service instances. If theregypscribe system, whereas in the second part, we shortly
are several nodes publishing the same type of service, thgjiscuss the interfaces between the different FBs as well as
potential field is the superposition of the individual fields {he messages exchanged between the nodes. Finally, we

Fig. 2 shows a hypothetical superposition of the fields of || show a validation scenario in a wireless testbed.
ten service instances.

A noden calculates its potential in the field according 2.1  Decomposition
to

Figure 2. lllustration of a potential field with
10 service instances

N
o(n) = z Q; Q) The Publish/Subscribe system has mainly three tasks:
= In —mn;|’ framing, forwarding, and routing. Fig. 3 illustrates the

overall implementation, including the decomposition @& th
whereN is the number of service instances (e.g., the num- networking functions.

2This would be noticed by thenonitoring part of the framework, 3In fact, we have an "lightweight” IP implementation in the ANA
which we do not describe further here. framework which offers basic IP functionality including RiGuting.
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Figure 3. Routing and forwarding in ANA Figure 4. Field based routing decomposition

The framing FB is responsible for handling service dis- the routing table FB of the neighboring nodes to determine
covery request messages from an application. Thereto, thehe next hop (the node with he steepest gradient) for a given
framing FB encapsulates the data with a packet header. Inservice.
order to forward the message to the next node, it needs to  Since the sending of the routing information is a generic
know the IDP to which to send the message. This IDP is task, which has nothing to do with the field computation,
received from the forwarding FB. The forwarding FB holds we have developed the distribution FB which is solely re-
a list of all known services along with the IDPs to be used sponsible for the distribution of the routing information.
to forward the data to the next hop. The forwarding FB  Due to the decomposition of the FBSD system into in-
is updated by the routing FB which is responsible for the dividual FB each functionality can be further developed in-
computation of the routes. We have separated routing fromdependently. For example it is possible to develop a new
forwarding in order to be able to exchange the routing pro- field computation FB which computes the potential field
cess or to add a second routing process without the need ofvith an other potential function. The only thing that needs
modifying the framing process. Regardless of the numberto be known is the communication interface with the other
and characteristics of the routing processes the framing FBFB.
can use one single interface to get the next hop address.

The routing FB is the most complex block, since it needs
to communicate with other nodes as well as to compute the A major difficulty in providing a generic Pub-
routes. In our case study we use field based routing. Forlish/Subscribe system lies in the interfaces between fhe di
this protocol the routing block can be further subdivided ferent elements. For example it has to be known which
into: a field computation, a routing table and the distribu- field function should be used for a given service type or
tion of routing information. This decomposition is depitte how the routing messages are formatted. For this purpose
in Fig. 4. we make use of a message format based on on XRP (eX-

Field based routing is designed to work in a dynamic en- tensible Routing Protocol) [8]. This message format can
vironment in which connections between nodes change fre-be seen as a container which may hold arbitrary data. It is
quently. To provide an adequate route we have to continu-based on a set of COMMANDS and ATTRIBUTES. Each
ously recompute the actual state of the routing field. There- message consists of one COMMAND which identifies the
fore a service which wants to be available in the network purpose of this message and a set of ATTRIBUTES which
has to send periodic publish messages. These messages aspecify some parameter for the COMMAND (e.g. service
handled by the field computation FB which broadcasts the type, time to live, sequence number etc.). We use this mes-
field information (e.g. service type, capacity of service, sage format for the communication within one single node
etc.) to the network. Based on this field information the as well as for the communication between different nodes.
field computation FBs in the other nodes are able to calcu-This allows us to exchange a given Functional Block as
late their potential. In a second step this potential is &&nt  long as the new Functional Block adheres to the same XRP
all neighbors of a node. This information is needed from commands.

2.2 Communication Interfaces
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Figure 5. Validation in wireless network with 10 nodes and tw 0 services
2.3 Validation Scenario est gradient. Once the potential field has propagated and

reached a steady state, subscribe messages with identifier
In order to validate our implementation, we set up dif- <pri nt er > are routed toward node.

ferent test scenarios in our wireless mesh testbedvhich After validating this basic scenario, we add another ser-
we run the ANA prototype. For the validation we use vice as a next step. Two node3(service capacity2) and
a topology of 10 nodes (labeledl - J), connected with | (service capacity20) now both offer Internet connectiv-

802.11b WLAN in ad hoc mode. We validate the imple- ity and publish the identifiergat eway> and their respec-
mentation under different scenarios, such as multiple pub-tive service capacities to the network. Thus, we have now
lished services, multiple service instances of the same sertwo different servicesspr i nt er > with only one service
vice and node failures. instance anggat eway> with two service instances. The

In afirst scenario, nodé publishes a print-service (with  potential field for the new service is established the same
service capacityi2) in the network. Thus) broadcasts  way as described above, only this time is the superposition
a XRP publish message containing the identifier string of the individual fields ofsand] .

<printer > to the network. Remind that we do notuse  Fjq 5 depicts the resulting potential fields having pub-
IP and its addressing scheme in our Publish/Subscribe projished hoth services (three service instances in totaBén t
tocol. Instead, nodd is simply addressed with the iden-  game network. The node potential is indicated above the
tifier <pri nter> after_the potentlgl field is established. nodes, service nodes have the potenttaby definition.
Each node, when receiving a publish message, calculatesre royting tables are shown below the nodes with entries
its potential according to Eq. 1 and propagates the messaggyeing triples of service identifier, potential and next hop
containing its own potential further to its direct neighbor  jyentifier. The special next hop identifi&dVR indicates

All nodes store their own potential value for the given Ser- 1h; the given service is available locally. The best next
vice. Further, all nodes maintain a routing table contain- hop for both services is highlighted in the routing tables.

ing the potential values of their neighbors. These values The routing FB writes this entry into the forwarding table.
are used to calculate the local potential, as well as to de- Looking at the local potential values of the

termine the next hop of a message by following the steep-<pri nter> field we observe, as expected, that the

4See http://tiknet.ee.ethz.ch/ for more information aboettéstbed. direct neighbors of nodd have potentiall2. Nodes




at two and three hops distance have potentfabnd 4 Having implemented the prototype framework of this
respectively. Exemplarily, the path from no8i¢o the print network architecture, in the future the project will focus
service is highlighted in the figure. For tkgat eway> on implementing autonomic features. Thus, we will inves-
service, the computation of the potential is slightly more tigate how the protocol stack can be tuned at runtime in
difficult, since the field is the superposition of two service order to achieve the desired self-* properties, such as self
instances. For example, noHés one hop away from node  organization, self-configuration, self-protection andf-se
| (with service capacityl20) and three hops away from healing. To achieve these properties, we need two more
nodeG(capacityl2). Thus, its potential i§%+% = 124. building blocks:Monitoring andFunctional Composition
Having two instances of the same service leads to theThe monitoring subsystem will monitor the local system
situation thatcgat eway> subscribe messages are routed state as well as local and distributed network properties. |
to either of them. In the example nodés B, E are autonomic systems, monitoring is of eminent importance
subscribed td andC, D, F, H, J are subscribed to since the first step to achieve the desired self-* properties
G is to be aware of the current state of the system. The func-

Note that the goal of this section is not to evaluate the tional composition subsystem reacts to the information it
performance of the Field Based Service Discovery. Instead,gets from the monitoring part and tunes the protocol stack
we use Field Based Service Discovery as a showcase taaccording to the current state of the node and network. It
illustrate the capability of the ANA framework to imple- does so by making use of the rebinding capabilities of the
ment new communication paradigms. Of course, we alsoIDPs to FBs, as described in Section 1. Amongst others,
validated our implementation under realistic circumsésnc  monitoring and functional composition are two of the ma-
and were able to demonstrate a non-IP networking exam-jor parts we are currently working on in the ANA project.
ple.
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